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KEYNOTE SPEAKER
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Areas of Focus: 

 Executive Leadership & Execution 

 Strategic Vision & Planning 

 Cybersecurity Risk Management 

 Critical Incident Response 

 Digital Forensics Expert Witness 
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CYBERSECURITY STRATEGY AND
TACTICAL RESPONSE
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Managing Director, Chair, EY Advisory Council of Security Risk Management Executives
Ernst & Young LLP
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Partner, Vice Chair Data Privacy & Cybersecurity Practice
Lewis Brisbois

FOR PROFESSIONAL USE ONLY
THERE ARE NO PREREQUISITES FOR THIS COURSE



A FEW CYBERCRIME STATISTICS

 10-12% of U.S. cybercrime is reported (FBI Internet Crime Complaint Center)

 4.1 billion records exposed in data breaches in first half of 2019 (RiskBased)

 3 sectors = 95% of breached records:  government, retail, and technology (Cybint)

 At least 174 attacks on public entities in 2019, +60% YOY (Kapersky)

 1 in 302 emails to public entities is malicious (Symantec)

 90% of cybersecurity breaches due to human error (Willis Towers Watson)

 Only 5% of organizations’ folders are protected (Varonis)

 $6 trillion global cybercrime damages projected by 2021 (Cybersecurity Ventures)
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CYBERSECURITY FRAMEWORK
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Source:  National Institute of Standards and Technology (NIST), Cybersecurity Framework Version 1.1
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STATE AND LOCAL GOVERNMENT PERSPECTIVE:
“FROM THE INSIDE LOOKING OUT ”

Marti Shew
Director, Investment Banker
HilltopSecurities

Paul Braden
Head of Public Finance, United States
Norton Rose Fulbright

Emily Brock
Director, Federal Liaison Center
Government Finance Officers Association

Elizabeth Reich
Chief Financial Officer
City of Dallas
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CGCIO | Information Services Manager
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CYBERSECURITY TRAINING REQUIREMENTS

 What training is required for HB3834 Compliance?

 Who must complete the training?

 How will agencies/employees report compliance?

 Will reporting differ for agencies that requested a certification exception?

 What is the definition of a "dedicated information resources cybersecurity officer"?
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REPORTING REQUIREMENTS

 What role does disclosure counsel/bond counsel play?

 Due diligence questions

 Offering document disclosure

FOR PROFESSIONAL USE ONLY
THERE ARE NO PREREQUISITES FOR THIS COURSE



TAKING ACTION

 Develop a cybersecurity awareness culture

 Develop a cybersecurity program

 Designate someone in your agency to manage/oversee cybersecurity

 Provide them with the resources and the time to develop a program

 Enable them to connect with resources

 Join Texas Association of Government Information Technology Managers (TAGITM)

 Conduct regular security assessments and audits

 Secure cyber liability insurance

 Empower your IT staff
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CREDIT,  ANALYST, AND INVESTOR PERSPECTIVE:
“FROM THE OUTSIDE LOOKING IN”

Tom Kozlik
Director, Head of Municipal Strategy & Credit
HilltopSecurities

Geoffrey Buswick
Managing Director & Sector Leader
S&P Global Ratings – U.S. Public Finance

Paul Kwiatkoski
Managing Director
Kroll Bond Rating Agency

Baye Larsen
Vice President – Senior Credit Officer
Moody’s Investor Service

Terence Smith
Chairman & CEO
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INCREASED FOCUS ON CYBERSECURITY

Municipal market is asking more questions of issuers.

At KBRA, Cybersecurity issues are not analyzed separately, but viewed in terms of their relevance to the rating 
process.
 Many high-profile cybersecurity breaches (Atlanta, Baltimore, etc.)

 Service interruptions

 Ransom payments

 Insurance protection

 Overall risk is hard to quantify but financial costs could be severe

 Cybersecurity is a governance issue - it reflects management’s priorities and ability to effectively and efficiently provide 
essential public services.
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GOVERNMENTS ARE VULNERABLE

Why are governments and municipal borrowers good targets?

 Limited resources and budgets dedicated to cybersecurity - insufficient resources and training

 Magnitude of exposure can have less clarity with public services 

 Cities are implementing more IP-based services to enhance public services, which creates more opportunity 
for cybersecurity risks

 Smaller municipalities have less resources and are more vulnerable

 Bad actors may be targeting municipalities

 The essentiality of public services presents vulnerability

 Perception of willingness and ability to pay ransom
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CYBERSECURITY QUESTIONS

KBRA has developed a series of questions to
help assess cybersecurity preparedness.

The following questions may be relevant to KBRA’s analysis:

 Do you have someone dedicated to managing information or IT security for you, such as a chief information security 
officer? (Someone focused on security is an important indicator whether the government or issuer takes security 
seriously.)

 Do you follow an internationally accepted security standard such as ISO 27001, SSAE-18 SOC reporting, NIST’s Cyber 
Security Framework, or CIS Top 20 Controls? If so which ones and are you audited to this standard on a regular basis? Do 
you have a set of company policies and procedures to enforce these standards? (Following a standard and being audited 
to it is a strong indicator that they have a mature security program).
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CYBERSECURITY QUESTIONS (CONTINUED)

 Do you have a security awareness program and are your employees regularly trained and tested on security?
(Regular security awareness training is important since most security incidents occur due to someone clicking on a 
link or opening an attachment they shouldn’t have. Employees need to be aware of potential threats, how to detect 
them, and how to respond to them.)

 Do you inventory your systems and are they patched regularly (operating systems and applications)? Are they 
tested after they are patched (penetration testing and vulnerability scanning)? (An entity that keeps its systems 
patched and up to date is less likely to have a security incident. Basic hygiene is important.)

 Do you run antivirus on all your endpoints and email systems? (This is a baseline practice. Any entity that is not 
running antivirus has poor security.)



16 | www.kbra.com

CYBERSECURITY QUESTIONS (CONTINUED)

 Do you send all appropriate system logs to a security monitoring system and is someone monitoring it? (Ultimately many 
will have a security incident, even if minor, and they need the ability to detect it.)

 Do you have a security incident response plan and is it regularly tested? (When they have an incident, it is best that they 
have a playbook to follow that is calibrated to the type of incident, and that they have tested it before an actual incident 
occurs.)

 Do you have business continuity and disaster recovery plans? Are they regularly tested? (This question addresses those 
large scale incidents that could be very disruptive if they do not have these plans in place and are not testing them on a 
regular basis. If they don’t have this, it could be a big warning sign.)

 Do you regularly backup your systems to an offsite location and test whether restores are successful? (Generally, when 
you have an incident, you will have to restore they system to a state prior the incident. If you don’t have proven backups, 
you will have to start from scratch, especially if they are not stored offsite.)
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EVOLVING ISSUES

Technology develops rapidly and cybersecurity issues will evolve.

 KBRA is seeing more focus on cybersecurity by municipal issuers, which is positive

 The nature of threats will change over time requiring continuing attention and investment

 Cybersecurity issues are not static and require continued surveillance
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CYBERSECURITY
IMMEDIATE LIQUIDITY RISK – LONG-TERM CREDIT RISK

 Cyber-related risks are likely to become greater in public finance before they are mitigated

 The very nature of public finance attracts criminals

 Industry trends make it hard for governments to counter the cyberthreat

 Professionalism of the cybercriminals is giving the attackers a current advantage

 Although each cyberattack is an event that could affect credit, the recurring nature and impact on 
public trust is potentially a greater risk to public finance 
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CYBERSECURITY AND CREDIT RATINGS
IMMEDIATE LIQUIDITY RISK – LONG-TERM CREDIT RISK
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